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Attacks against
finalizatin parking

Group Theory

Properties

collection of elements

operator oplus

AoplusIA identity element

AoplusA1I thereexists an inverse element

Closure AoplusB is Element of the set
associativity leftlangleAoplusBrightrangleoplusCAoplusBoplusC
Commutativity AoplusBBoplusA Abelian groups

repeatedgroup 0t multiplication by a scalar n oplusAAoplusAoplus
n times

Cryptographically interesting groups do not have efficient

inverse multiplication

7



aoplusleftbotimesCrightbotimesleftaoplusCright
leftCoplusCoplusldotsCright group

Generator G
element st every element of groupbtimes

bt.ms

btmleftCoplusldotsCrightoplusleftCoplusldotsright is xotimesG
Ellipti curve groups
mathbbZp Groupofintegers 2 operator multiplication

over mod p
a times

CoplusCoplus oplusangle

mathbbZ10pGis101020304050ldots90a b trms

Diffie Helman key exchange
Privete

Construct a shared key over a public channel

BobAlice
Pick random scalar b

BboplusG
a

AaotimesG
share A

share B
alice computes bob computes

botimesAAoplusB
aotimesleftbotimesGrightbotimesleftaoplusGright 1 Same

Yay
But beware of MIM attack



Schnorr Signatures

m message
x private key
G group generator

PxoplusG

Secret RkotimesGk random nonce

to sign calculate

SKHleftRPMrightcdotxRightarrowSKfracHleftldotsrightcdotxHleftright
cryptographic hash use this value as a scalar

in the field of G

Signature leftRSright
verify a signature

SoplusGleftKHleftRPMrightcdotXrightcircG
X

fracSKHleftRPMrightX5leftkotimesGrightoplusleftHleftRPmrightcdotXrightotimesG
RoplusHleftRPMrightotimesrho

Verifies
has 58.6

Verifier has all of these

RightarrowSHleftPMrightcdotX
check xfracSHleftPcdotMright

SotimesGHleftPMrightcdotXotimesG
Public

Verifier can compute
HleftPnrightotimesP



p

2 sigs same noncek
R0R1

leftR0S0rightM0PleftR1S1rightM1P
S0S1LH0XleftKH1XrightH0XH1XleftH0H1rightX

IfracS0S1H0H1X


