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Cryptography allows two parties to communicate

messages to each other securely despite
an eavesdropper

Alice andBob will be our two parties
Alice wants to send plaintext p

She instead sends ciphertext C
which has beenencrypted with key K
It must bethat K was previously
shared between Alice andBob securely
The key is a shared secret

A cryptographic system an algorithm a cipher

input p and K and it produces C

producing C from p with K is computationallyeasy
and p from C with K is computationallyeasy
But producing p from C without K shoud be

computationally infeasible

Kerkhoff's Principle 4883
A cryptosystem should be secure even

if the attacker knows all thedetails
of the system with the exception
of the secret key






































































































































Modern ciphers include

Symmetricciphersi
same key for encryption and decryption

At advanced encryption standard

previously DES was thestandard

Kars a symmetrickeyshared between Alice and Bob

Therefore we may write
C is the encrypted valueofpc p KAB
decrypt c and we get p backp s c

KAB

Asymmetricciphersi
two keys ciphertext generated with onekey

can be decrypted to plaintextby
the other keyonly

eg RSA and Elliptic CurveCrypto Ecc

Typically operate 2 3 ordersof magnitude
slower than symmetric key crypto algs






































































































































Generally in asymmetric systems aparticipant
Alice generates two keys

ka her secret private key
Kat her public key

Therefore we may write
C p3kg c is the encrypted value of p

But here we encrypt with
p c

kg
one key and de

Ideally given a crypto system an attacker could

recover p from c only by trying every
possible key brute force

if the space of all possible keys is
in bits then the number of operations
required by the attacker is 012

on average theattacker will
succeed after trying halfthekeys



































































































Typically there is some attack which
allows the attacker to do better than
brute force and 012

To compensate the keyspace is made larger
Hence RSA keylengths are larger
than ECC

But longer Keys implies that the execution
of the algorithm is also longer duration

Attacks on RSA involve factoringthe product
of two large prime numbers

Attacks on Elliptic curves involve solving
the Et Logarithm problem explained later

TablebyC Paar

Bitcoin uses 256 bit ECD SA keys






















































































CryptographicHashtunctions
One way functions

Input can be of any size
Output is a small fixed length

e g 160 bits

Typically 2 3 orders of magnitude faster
than symmetric key crypto

If hC is our hash function
then

z hCx

z is the resulting messagedigest or hash
x is called the pre image of z
With a good hash function you can

expect that changing just one bit of
the pre image will flip each bit of
The output with 42 probability






















































































There are several critical properties of
such functions that make them

cryptographically strong

one wayness
Given hash output z it must be

computationally infeasible to find
an inputmessage X such that z h x

2S egguPyreimaCwe.aK collision

Given X and h Xi it should
be computationally infeasible to
find an Xz x such that hcxzjshl.la

LtisionResistana BirthdayAttack

It should be computationally infeasible
to find any X Xz such that hex h K






















































































Example algorithms include
MD 5 SHA I SHA 256 SHA 512

Applicationsofhashfunctions

ifeng.ua enieoftwodocumen

IF two documents X and Xz are the same with even a

single bit different then the following is true

he X h X

20Equivalenceofordset

P p g Pz g n g Pn
Q of r gGZg n g Gh

P and Q are the same if h P h Q

this does work for unordered sets unless you orderthem first






















































































FOnetimpasswodsc.is Key
p master password
t counter

let p hcp
pz h Cp Jsh h p
pi h pi

Alice sets up the system to store 100 and Roo

To log in she is presented with a challengeof E99

she sends Pgg

The system checks if h Pga Roo

IF so access is granted and Pq is stored
and the counter is decremented t 99

The next time she logs in she's presented with t 98
as the challenge
Then E 97

Eventually we need to re initial if






















































































Signamessagem

A cryptographic signature allows the owner of a key to
authicate a document such that others can verifyIF the document changes the signature won't validate

To sign encrypt the hashof the document

h M
KA E i ateKen

to verify
let z hcm
et p s3kg

publickey

if z p then the signature is valid

sometimes I use sq brackets to denote signing
MIKA






















































































LTMTS.lk RalphMerkle

check if an item is in a ordered set Wh
let P be an ordered set

ordered

D Pe Pz g in g Pz
Set up a tree such that
each element of P is a leaf
each leaf p has a parent hi h pi

pairs of parents are given parent

hij h Chi h
T concatenation

42345678 Merkle
h1234 hg 67g ROOT

I I
h z h34 456 h78
I i l t l l l I

i iii
the entire set p is represented by the Merkle root






















































































To priore an element is in the set we must provide

log pl valves from the inner tree where IPI
is the sizeofP

42345678 Merkle
41234 hggpz ROOT

I I l
h z h34 456 478
I l l t Il Ilh hz h hy hs h6 ha ha
I l l l l l l l

P Pz Ps Py Ps Ps Ps Ps

To add and subtract values we do not
need to rehash every element in P

Another way to check if an item is in a set
Just hash the entire set
Ask youself what are the advantagesofthe
Merkle Tree method






















































































Somethingelse we'll need
A is a random value never

used again
The current time is a nonce but

often we'll need more than
one per smallest unit of time

often it's a large random number
since the chance of repeats are

very very small
sometimes it's the time concatenated with a

random number But be careful it is

only the random number that is

unguessable The time makes it

easier for us to not have to keep
track of all numbers used ever






















































































Diffie
HeLlmanKeyExchangIISetup

1 Choose a large prairie p
2 Choose an integer de 2,3 p 2
3 Publish p and d

Assume that Alice Bob know p and L correctly

IlKEYExchauge
1 Alice chooses KA E 2 p 23 private

compute A KA da mo d p public

2 Bob choose to KB E 2 p 2 private

compute B KB Lbmod p public

3 A B A Alice sendsA to Bob
B A e B Bob sends B to Alice

4 Alice computes Kang Bamod pheir sharedkey b durod p
Ldbmodp

Bob computes KAB s Ab modp
their sharedkey

x
2 b

mo d p

Ndbmodp

Now Alice and Bob have the same sharedkey
They use it with for example AES to exchange
encrypted data



INhyisDHKES.ecI
The short answer

When Alice sends A over the network
an eavesdropper cannot determine 2 from Lamodp
That is exponentiation in mod p is a one way function

even though x and p are public

Recall that z XY then log.dz y
for example 23 8 and log2 8 3

Here we have A 42mod p
and 2 toga A mod p

But taking the logarithm is computationally infeasible
For the same reason given

KAB Labmodp
it's not feasible to compute

ab toga Kars mod p
This computation is called the discrete logarithm problem
It increases in difficulty with our prime p


