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 RSA is often explained in C S classes 





 but is fa y old now irl





 Elliptic Curve crypto is increasingly common 



 used in all blockchain's 
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is secure because of the 
discrete log problem 
want to understand the internals 
mathematical proofs 
return to Diffie Helman keyExchange 




























































































A groep means that we have a set of elements G 
and a grip operator 0 such that 
a o b C E G the operator is Ed 
a o boe Caob o c associativity 
there exists an ilenetity element IEC 

do I to a a for all a C G 

for all a EG there exists an inverse a such that 
a o a a o q I 

Abelian groups also have an operator such that 
Ao b boa for all a b C G commutative 

Here is one group 
or subset 

Let II represent a set of integers within 5 0,1 p l 

for which p is prime no common factors with p
the ged Ci p

this forms a group under multiplication mod p
with ieLutity element I T 

We are going to see that Elliptic curves are groups too 






















































































Here is an example of a group 

g 
where G El 2,4 5,7 83 

T there are six elements 
in this group 

d9 

Imeans 

t.ee E 
of values in the group 

7 5 I 8 C Z 

as input to the operator 8 7 5 4 2 1 

Do we have a group 
This not a proof Yes Just examples 

closed 

yes all instancesof x y are in 
thegroup 

mod9 

associative yes 2 4 5 8142 5 
moda 

4 

1 is in every row 

1 is in every row 

For example 2 4 8 and 4 2 8 






















































































Here is another example of a group This group fits 
our definition but we'll see it's not good for cryptography 

Example 2 

Our group will be Ent p
addition is our 

G O l Z 3,4 5,6 7,8 E lo operator 

Recall I mentioned the generator For this group 
the generator is 4 2 That means with 2 and 
our operator we can generate all the elements in thegroup 

Let's generate our group from 2 2 for i I 11 

Keep in mind the operator d 

L o L o L o X 2 4 

4 3 6 
4 8 

So 4 x for this group 5 to 

µ is 
L t L t Xt f 4L 7 3 

8597 
to 9 
11 0

Exciting
Recall that Diffie Helman key Exchange is our engine
And groups are air fuel let's feed this groupto DHKE 






















































































Example of applying IT to DHKE 

Alice Bob 

i ios is 
K th t Ltd mod II de 8 mod 11 

A 4 mod 11 I 6 mo d l I 

B's 58 mod 11 T sends toAlice 
A 8 sends to Bob 

Alice Bob 
Kors 5.4 model Kars 7 4 

20 mod 11 
99 

Perfect they both have the same key 

The question is i Givin that an attacker 
Knows that 24T is being used Kerkhoff's 

principle Sees that Alice sent 8 

Sees that Bob sent 5 

Can the attacker learn the sharedkey is 9 

For thisgroup Yes Here's how 




































