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 RSA is often explained in C S classes 





 but is fa y old now irl





 Elliptic Curve crypto is increasingly common 



 used in all blockchain's 
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is secure because of the 
discrete log problem 
want to understand the internals 
mathematical proofs 
return to Diffie Helman keyExchange 

http:seats.is





















































































DiffreHellmankeyExchaing 
Goats 

Alice and Bob want to exchange a secret 
across a network 
despite an observer 
the secret is a shared key Kars 
Diffie is the protocol they'll use 

DH is a generd method the engine 
Elliptic are what we'll plug in 

as the fuel 
DH requires 

a Evp based on prime p 
the group must have a generator 

I E 2 p IT 

Twophasesi 
It Setup Phase1 

1 choose a largeprime p
2 Choose an integer d C 2 3 p 2 

3 publish p and d 
Assume that Alice Bob each know p and N 






















































































B KEY Exchange phase 2 

1 Alice chooses KA E 2 p 2 private 
compute A KA L'd mo d p public 

2 Bob choose to KB C 2 p 2 

ya means 
compute B KB L mod P Lox L 

m3 A B A 2 times 

B A B 

4 Alice computes KAB Bdmod p d b durodp L dbmodp 

Bob computes KAB Ab modp x'd bmodp xdbmodp 

5 Kars can be used in any symmetric key 
protocol 

We have fog Cp bits 
if we need a shorter key take fewer bits 






















































































Before we get into why this is secure 
lets look at how this works 

1 A collection of properties of groups 
2 an easier example that isn't secure 
3 a more complicated example that is 
4 an example using Elliptic curves 






















































































A groep means that we have a set of elements G 
and a grip operator 0 such that 
a o b C E G the operator is Ed 
a o boe Caob o c associativity 
there exists an ilenetity element IEC 

do I to a a for all a C G 

for all a EG there exists an inverse a such that 
a o a a o q I 

Abelian groups also have an operator such that 
Ao b boa for all a b C G commutative 

Here is one group 
or subset 

Let II represent a set of integers within 5 0,1 p l 

for which p is prime no common factors with p
the ged Ci p

this forms a group under multiplication mod p
with ieLutity element I T 

We are going to see that Elliptic curves are groups too 






















































































Here is an example of a group 

g 
where G El 2,4 5,7 83 

T there are six elements 
in this group 

d9 

Imeans 

t.ee E 
of values in the group 

7 5 I 8 C Z 

as input to the operator 8 7 5 4 2 1 

Do we have a group 
This not a proof Yes Just examples 

closed 

yes all instancesof x y are in 
thegroup 

mod9 

associative yes 2 4 5 8142 5 
moda 

4 

1 is in every row 

1 is in every row 

For example 2 4 8 and 4 2 8 






















































































Here is another example of a group This group fits 
our definition but we'll see it's not good for cryptography 

Example 2 

Our group will be Ent p
addition is our 

G O l Z 3,4 5,6 7,8 E lo operator 

Recall I mentioned the generator For this group 
the generator is 4 2 That means with 2 and 
our operator we can generate all the elements in thegroup 

Let's generate our group from 2 2 for i I 11 

Keep in mind the operator d 

L o L o L o X 2 4 

4 3 6 
4 8 

So 4 x for this group 5 to 

µ is 
L t L t Xt f 4L 7 3 

8597 
to 9 
11 0

Exciting
Recall that Diffie Helman key Exchange is our engine
And groups are air fuel let's feed this groupto DHKE 






















































































Example of applying IT to DHKE 

Alice Bob 

i ios is 
K th t Ltd mod II de 8 mod 11 

A 4 mod 11 I 6 mo d l I 

B's 58 mod 11 T sends toAlice 
A 8 sends to Bob 

Alice Bob 
Kors 5.4 model Kars 7 4 

20 mod 11 
99 

Perfect they both have the same key 

The question is i Givin that an attacker 
Knows that 24T is being used Kerkhoff's 

principle Sees that Alice sent 8 

Sees that Bob sent 5 

Can the attacker learn the sharedkey is 9 

For thisgroup Yes Here's how 






















































































Attacker finds discrete log of LX A mod11 

XX 8 mod 4 Eventhoughthe groupoperation is addition 
2 X 8model we can express the relationship between 

X 2 
1 8 mod11 

A'and usingmultiplication 

recall that the ing of a number is the valve 
whose product equals I but mod 11 here 

Looking at the tablet 

if mod11 
a 4 

We need a y 
such that 

3 6 
4 8 

I 22 1 mod II EIIitteseakthoriFdm 
it 3 not discussedhere 
8 5 
971O 9 
11 O 

when y 6 the above is true 
AndSoi 
X 6 8 mod 11 

48 mo d I I 
4 

Alice's private key 






















































































Let's find Bob's private key 
LX 5 mod it 

2x Thro d l l 

x 2 5 mod 11 

X 6 a 5 mod 11 

x 30 mod 11 

x 8 

The shared key 
Subtle point
addition 4 times 

KAB 2 4 x 8 mod11 not exponentiation 
4 mod 4 

Does that mean that Diffie Helman 

keg Exchange is not secure 

No We fed it the wrong fuel 

Let's try with a different group 






















































































Exampled 
Our group will be 2 with 2 2 

That's shorthand for 10 11 and as our operator 

Let's generate our group from 2 2 

2 2 mod11 2 26 64 mod4 9 
22 4 4 27 128 7 
23 8 8 28 256 3 

24 16 5 29 512 6 
25 32 10 to2 1024 

Cyclic 2 s 2048 25 4 

Every element ofthis group is expressable with2 

How manyelements in 27 lord 
Ofer of Zu is co 

Alice Bob 
Private key 4 Private key 8 

L 3 mom 

Public Kes goofy 

24 mod 11 

5 mod 11 

Alice Bob g
KAB 34 mod 11 Kars's Sao Ysdm 

ai81 mod Ll 

4 mod 11 4 mod 11 






















































































Attacker finds discrete log of L B mod11 
d e 4 mod 4 

2X 4 model 

Now we are in trouble 
This isn't a standard log 

log 2 log 4 mod 4 

ogy 
modc WRIT 

Best method is to try every valve in the table above 
As p increases in size and is prime 

then that table gets a lot larger 
This is heard and one way for all 27 where pis prime 

Brute force will take on average 
about trials Ocp 

So if p is about 80 bits thats about 1024 tries 

But since there are better attacks typically we double 
to 160 bit keys 

Is solving the DLP the only solution for breaking 
this type of crypto 
probably not 






















































































The Generalized D 4 

Givers a finite cyclic group 6 with operator 0 

and cardinality n 

G and GEN 
take primitive element xEG and BEG 
Find X such that he p 

LEE P 
X times 

key result for some groups this is not one way 
An example of a group that is not 

when is it 

For 
p 

and elliptic curves 






















































































LENinptic Garve Crypto 
Here is a group that is one way for the GD LP 

1 
another 

Construction is entirely engineered 

Nothing natural aboutthis 

Do you recall the formula for circles 
polynomial X2 y2 r2 
IF we add coefficients is 

a xZtby2 C we get an ellipse 

There is a set of real values that are in the set of 
values that satisfy that equation 

HEHiptic Curve over 2 p p 3 is the set of all pairs 
x g C Zp that fulfill 
y2 3 

3 
2 Xt b mod p 

together with an imaginary point ofinfinity 0 
where a b C Zp 

and the condition that 423 t 275 01 mod p 

That's a lot Let's take it slower 






















































































We can ignore that mod P part and just graph it 

ys.xs.ji.IE 
nothoiaisn.eEngi 

The curve does notselfintersect 
It 

Elements of this Elliptic Curve group are tuples 
x g just like points on a circle are tuples2 

How do we make a group of this 

a o b C E G the operator is Ed 
a o boe Caob o c associativity 
there exists an ilenetity element I C G 

ao I do a a forall a C G 

for all a EG there exists an inverse a such that 
a o a a og I 

Abelian groups also have an operator such that 
a o b boa for all a b CG commutative 

First we need an operator 
We'll call it addition but it's not really addition 

P Q R 
by which I mean 

Xe Dis t x z Yz Ks 73 


























































Since we require closure addition be Her 

result with R being a point on the 
curve as well 

So let's define addition 
We are worried about two cases 

Pt Point addition where PEO 

Pt p point doubling 

Find the line From P to Q 
and then R is the point that 
intersects that line j
Find R as the reflection 
across x axis 

4 
Rs Pta Heres the typicalP 

case 

typical R 
case 




























4
R

ke
tangent RO

Here's a wierd case where 19 

Since Q is at this inflection 
point there is no R that p Q AQ 
is on the curve and the 
So we set R Q 

I 

subcase Q
dis au Let 
n fleet m R Q 
point 

Point Doubling PtP 
Here we can't draw a line so we just take the 
tangent at P find the intersection and mirror 

ta 






















































































WE Sar do these operations in mod p 
We lose the nice geometric illustration 

we solve for the slopes of the line that 
connects P and Q 

P t d R 
X Y t Xz Yz Xs Ys 

Yz S2 X Xz mod p 

Yz S X Ig Y mod p 

wwes E II3x t a mod p 
2 y 

That's closure 












































B fP

P

1
p

To make a group we need an 

IDENTITY element 0 such that 

Pt O P 
turns out we don't have one 

so we just define one as if it's at 
y or 0 

We also need an inverse element 
so that t C P O 

T that's not subtraction 

Since 0 is 
at O then 
P is the 
reflection 
of P 

Things are getting
a little weird 

notysubtraction synutbetitition 

IF P Xp yp then P Xp yp 
But that's a lie We are in mod space 

P Xp p yep mod p
notsubtraction Tsubtraction 

For example the inverse of 5,16 mod 17 is 

5 l 161 1 mod17 1 

Anyway let's try an example 






















































































Example 
E 425 

3 2 2 mod 17 as 2,5 2 

Double this Point p 5,1 
2ps 5,1 51 

s 3
T 

t 2 

µ75 2 251 X 2 mod 17 1 

I FI ii i 
q 9 I modit I 
81 17.4 

yes 

13 mod 17 

3 
52 X Xz yz s Xi X Y 

132 5 5 1315 6 l 
169 10 131 1 l 
159 mod it 13 I 
6 mod 17 14 mod 17 

PtP 6,3 
3 mod 17 

is 6 3 Really in EE 

32 63 2.6 2 mod 17 
216 12 2 moth 

9g I 230 mod it 
9 9 mod 17 
































































So let's build a crypto system 
the points on an elliptic curve along with 0 

and our addition operator form a cyclic 
group unproven but it's true 

Let's do an example to show it's cyclic 
Example E y2 2 3 2 2 mod 17 

Ps 5 1 Before we start what's up C5 l 

2ps P t p
3ps 2PtP 

Ps 5,1 11 P 13,10 
2ps 6,3 12 P 0,11 
3ps 10 6 3 P 16,4 
4 P 3,1 14 P 9 l 
5ps 9,16 5P 3,16 
GP 16,13 16 P 10,11 
7 P O G 17ps 6,14 8 P 13,7 18 D 5,16 
9 P 7,6 19 P O 
Op 7,11 

All of these follow the same math at PtP 2P above 
Except 18P and 19 P 

At 18ps 5 16 

is 
Then Fatebdiiaosme.IE 

owl6 and 1 

what's 16 mod 17 16 

what's I mod 17 
and so 47 1 mod17 s 16
19P 1810 TP 

Fits 
p f p I 21617 
O 

6 16 

20Pa Otp p 



21 P P t p 2P 

We have a cyclic group We have generator 
We can plug this into DHKE 

One more thing to discuss 
we need to know the number of elements in the group 

Because that tells us the difficulty ofbreaking it 

Here's an important theorem 

Given an E C defined as above 

it is a group with E elements 
We can bound E by 

Pt I 2Tp E E E pH tap 
t what term dominates here 2 I if

48I 10 

So if we need an elliptic curve with 
2160 elements we need a prime of about 
size 2160 ie a 160 bit number 



Definition of the Elliptic Curve Discrete LogProblem 

Givin Elliptic Curve E Consider primitive element P 
and another element T 

The DLP is finding the integer d where Is de E 

such that p Pt n P d P T 
A point multiplication d Times not integermultiplication 

zp 
P is our generator 

P 4P i P 2 3P 41 SP etc T 
i 

ii f
i T 
i Y l 

ii 1 Everyone knows E and P 

p SP the private key is d numberofhops 
the public key is dP T 

E C D LP a Given T and P find d 



D H KE with Elliptic Curves 

A SETUP 
choose prime p and curve E 

E y2 x3 tax b mod P 

choose generator P Xp yp 

Finding a suitable curve is difficult 
people have done this for Uso 

B key Exchange 
Alice choose K E d G 2,3 in E I 

compute K sap A ya 
Bob choose KB b E 2,3 in E I 

compute K s bP B Yrs yrs
Alice Bob A 
Bob Alice B 

Alice computes aB a tsp 

Bob computes BA blap 

since addition in EC groups is associative 
we know that 2 B s BA 

2 BP bCap 
The observer must 

solve for a logpA mod p 

doing so is OC E Olp 



Example E 52 1
3 2 2 mod 17 

HE 19 and primitive 5,1 

Alice Ka 3 

Kat 3ps 10,6 
Bob KB 10 

KB 10ps 7,11 
KA 10 10,6 or 317,11 

13,10 s 13,10 
math not shown 

tuple for a shared key 
typically the hash of the coordinate is used 
as the shared key or 128 bits of it etc 

eg hash 43 key for AES 

Send a message to Bob 
C p Ksb 

signatures with GG are a bit more 

involved still 

You can read about them not that bad 
but this is enough for us to cover 


