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This video 

Selfish Mining 

why it is a denial ofService attack 
Why it enhances effective mining rate ofthe 

attacker after a time 

How it works 




















































































































something closer to 

Selfish Mining 

An attacker strategy that lowers the absolute 
number of blocks mined by the honest 
miners is lower than expected 

The absolute number of blacks mined bythe attacker is the same 

1 e the percentage of blocks mined by the attacker is higher 

Attacker has fraction of of mining power 
Honest has pH G and assume p q 

acting honestly
blacks mined

should expect fraction q of 
all 

miners A set of with fraction of of mining power 

miners 
by the entire network of 

But with selfish mining this set will get 

of all block's mined 

Shhh 
Iq is not the exact the new proportion But it'sanswer 
very minedby close ofblocks just go with it 

the attacker 








Examples of 0.4 





 73 of all blocks minedf f


 instead of 45 



 In this example we are assuming the bestcase for the attacker 

 8 1 which wont make sense


Important I to you for a fewpages


 this is a proportion not an increase in blocks turned


 selfish minerby a 







Example Say that q 0.4 





 Normally if 10 blocks were mined by the 



 network attacker would get 4 Con 

average 


 with selfish mining they still get 4 




 We also know of all blocks theygot 213 



 That means the total is 


 213 x 4 



 x 6




 1 e the honest mined 2 blocks with ps Oo6 



 out of 10 total 76 43 1 g



 I t's not selfish it's a denial of service 



 attack 





 Another subtle point 



 let's say that instead of 6 blocks the attacker 



 does this until 2016 blocks are mined 

 well 


Now thedifficulty will change 






















































































































How is difficulty affected by selfish mining 

Normally difficulty is adjusted as follows CiuBitcoin 
Let D be the current difficulty Let D be the adjusted difficulty 
After 2016 blocks let'ssay it took t minutes 
D Do 2016alominutestminutes 

Example IF it took 10 longerthan expected 
DD D Iif D 0.91 D 

In fact under selfish mininginstead of 1 block 
per 10 minute interval there will be Cl g blocks 

Why Because 
we know the mining rate ofthe attacker doesn'tchange 
And we know that they are getting the Xof 

qblocks produced For the same mining power theynormally get fraction of of T blocks produced 
So QTEfx Tx Ci g

l e the network will produce Cl g T blocks only
during an interval where T are produced normally 
That is 2016 blocks will take 2016 10 minutes instead 

LF selfish mininggoes on for 2016 blocks g 

DE D 
2 D Ci gj 




















































































































Example An attacker with 9ps 0.4 selfish mines 
D 0.6 D 

Now attacker will produce more blocks 

That's because mining is easier by 
a ratio Dfj g Eq 

The selfish miner has an effective hash rate 

q.iq Eg 
Instead of producing qT blocks they will 
produce 8h gt blocks 

Example g 0.4 T 2016 blocks 

I Before selfish mining 3 
25mi n 

attacker qT 0.4 2016 806 blocks Tock 
in 14 days 

16 minhonest l g F 0.6 2016 1210 blocks flock
in 14 days 




















































































































efore honest produce only
1210 806 403 in 14 days

ntually the network will produce 20
will take 1 minutes 528161

attacker will have discovered

g
2016 2016 1,344 block

in 23 days

honest miners will have discove
1 8.2016 2016 s 672 blo

in 23

I During selfish mining
Two ways to look at this 

w many blocks each during T.co minutes 
attacker 97 0.4 2016 s 806 blocks in 14 days 

25 mintblock 

honest produces many fewer duringthis time 
let be total blocks by attacker and honest 

806 qx 
806 43 X 

X 1210 

ther 
50mg
block 

ve 16 blocks 
This 331 1123days 

The 25mi 
s bio 

the red 

cks 50mi
block 

q days 




















































































































Ill After 2016 blocks of selfish mining 
attacker will mine 

Ff 2016 1,344 blocks 15mi 
in 14 days block 

honest will have 

Kgb 2016 67 2 blocks 30 min 

in 14 days Tock 

Ff 
T 

q 














 Here's the selfish miningstrategy 



 attackerblock 

 t










 Now is our chance


 we one block are 



 ahead dont tell honesty
 any one 

 business 





 fatten'eskerblock 















 how either we gettoss 7 



 before He is published by 

 or not 


 attacker 



 Insists 

 honest 





 mines 











 some missingstates here 















ftp.awhjru 
heard first 

btz Ef.im 
of miners 

publish 

still It 
honest 
mines 

Publish 

ftp.awhjru



















































































































BASIC ALGORITHM 

Initialization 
public chair C all known blocks 
private chainC all known blocks 
branch lent 0 
We mine at the head of the private chain 

Two scenarios Selfish miner finds a block 
CORD 

Honest miners find ablock 

I ten private err public Differencebefore 
new block was 

append new block to private mined 

branch ten 1 

II D 0 and branch line 2 

THEI publish branch MaffeFatie 
branch lent 

Deleucprivate levelpublic 

D 0 l 
append new block to public 

weLost yellow 
means 
published THEI private chain C publicchain 

branch ten 0 

publish lastblockof privatechainTHEY 
eYELIE CA I 

ELSE D 2 

THEI publish all oftheprivatecha 
branch ten 0 µg 

ELSE 

publish the first unpublished 

block in private chain 
















































T T T T
first win luckybreak we are as

of Iiinking
definite a roll

o
8

d i 8 withprobftp.d F honest will add to honest
withprob i 48 honestwill add to private
with prob2 we are now 1 aheadso Cashout

attacks L

q above his variable used in paperstate Machine 
mining powerof selfish mines 

well youtakeonestep 
and missthewholefirstrung 

I L 
cash out they are only

1 X I behind A 
T 

a 

a l branch welost 
b d L 

lattaderbranchcashout 
C X 

Witheclipse 

I _IAbove I claimed that qh q l 

The true result is 
Revenue ofselfish is 

Lll 2544 24 2 1 dR I 
l LCH Z d x 

e 
l L 

has shown that no selfish Saphirshtein 
better thanmining strategy is 


